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PEPWAVE MAX HD2 LTEA

Monitor SIM Card Status

To access the Pepwave MAX HD2 dashboard, type your Pepwave’s gateway on your

browser and fill Login / Pass to access the Pepwave’s main page.

PEPWAVE Dashboard Network Advanced AP System Status

General
AP Controller WAN Connection Status @
Priority 1 (Highest)
1 Connected
T1 .l ) Connected to voda IT K& XY
T2 il Connected to voda IT IEA Y
Priority 2
Disabled
2 Disabled
B Disabled

LAN Interface

Router IP Address:

AP Controller Information

Access Point: 7 (Online: 7)
Connected Clients: 2

This shows your connections status like the carrier, state, signal level and 3G/LTE/LTE-A.
You can drag and drop those connections to change the Internet Priority and to disable
one or more of them.

You can also see the SSIDs of your access points, those that are password protected and
those that are open.

In WAN Connection Status, click on Details and you can see important information about

your VSAT/Cellular Connections.
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PEPWAVE Dashboard Network Advanced AP System Status

N Connection Settings

AP Controller

| VSAT-WAN? | Default |

255.255.255.0 (/24) _ v|

S e S

s |
Use the following DNS server address{es) =]
DNS Server 1:
DNS Server 2: [
.
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Vsat Connection Details

FEF'H,I'A‘-.FE Dashboard MNetwork Advanced AP System Status

AP Controller

Ttaly

LTE

LTE Band 3 (1800 MHZ)
R551; -68dBm SINR: 3.2dB RSRP; -99dBm RSRQ; -12.048

LTE Band 7 (2600 MHz)
RS51: -98dBm SINR: 0.0dB RSRP: -115dBm RSRQ: -8.0d8
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.'llﬂl'nl 3 hours
Cellular Connection Details

In case of doubt, please do not change any information without consulting us.
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Cellular Settings

Scrolling down this page, you can change some settings as you want and change when

you change the SIM Card.

Cellular Settings @
Carrier Selection )] @ Auto

TE/3G

Band Selection

Data Roaming | Any countries v

Authentication

Operator Settings O auto ® custom

SIM PIN (Optional)

|
|
|
Confirm Password sEEBBE RIS |
|
|

{Confirm)

Bandwidth Allowance Monitor [ Enable

To do this, check in your Pepwave which slot is allocated the SIM card and select the current
slot in “SIM Card”.

You also can change or chose a specific carrier clicking on @ and “here” and select
the carrier in Carrier Selection. This process takes about 2 minutes to show all the carriers
near the antennas. (see next page)

Each country and region have particular settings and must be applied as should, so when
you have to change those settings, you have to change in this screen.

Cellular Settings @
Carrier Selection t?h ® Auto

LTEf3G
To restrick network on particular
Band Selection carrier, please click hars.

Data Roaming | Any countries hd

Authentication

Operator Settings O Aauto ® custom

| internet

|web

SIM PIN (Optional)

|
|
|
Confirm Password |aaio&&...o |
|
|

(Confirm)

Bandwidth Allowance Monitor [ Enable
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Cellular Settings

{(Confirm)

Carrier Selection g O auto ® Manual
wrefac
Band Selection
Data Roaming | Any countries v
Authentication
Operator Settings O auto @ custom
|intemet
|web
T e |..........
SIM PIN (Optional) g
|
Bandwidth Allowance Monitor (7) [EEZ =G

r Selection

The current data session will be disconnected during scanning.

It will take about 1-2 minutes.

Carrier Name Network
O 17TIM E=
() vodafone IT Ea
O 22250 E=d
() TWIND Eg
O 31mA Eg
Selecting improper carrier may lead to connection failure.
OK Cancel

All changes must be saved and applied.
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Network Settings

In this session, you can create and manage your Virtual LANs to define some settings and

controls within your network.
Goto 192.168.XX.Y, Click on Network, Network Settings and you can see your Virtual LANs.

PEFWnI"I'rE Dashboard HNetwork Advanced AP System  Status

@) This configuration is being managed by InControl.

VILAN Hebwork

PEPWAVE Dashboard Network Advanced AP System Status

Sl Ayt
= Port Setting:
u Captive Portal : e ee—
& |{ 255.255.255.0
WAN _J
DHCP &3] ® enabie
DHCP Se pQGIng
P Rang - | 255.255.255.0 (/24)  v|
1 |paysjo  |Hourslo  |Mins
DNS : Assign DNS server automatically
INS [) Assign WINS server
BOOTP I:x
Fxtended DHOP Optio QOption IVIIUQ [
Add
- = |
DHCP Reservation Name MAC Address Static IP
00:00:00:00:00:0 B |
Save Cancel

All changes must be saved and applied.

Note: you can link a VLAN to a specific SSID. To do this, click on menu AP, click on
Wireless SSID and select a desired VLAN.
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PEPWAVE Dashboard MNetwork Advanced AP System  Status

= Settings
Controller Statu

= Info

Always on v

m Access Point
= Wirgless SSID
= Wireless Client

| Untagged LAN hd

m Nearby Davice
® Event Log
Toolbox

| WIFLF WA = Personar v

TKIP/AES . CCMP

LALLL LT

| & Hide characters

Disablad |

All changes must be saved and applied.

Outbound Policy

You can define customized rules to manage the outbound traffic behavior. The rule Default

will be applied to traffic that does not match with any higher precedence rules. To see your

Outbound Policy rules, go to Advanced, Outbound Policy and you can see your setups.

PEPWAVE Dashboard Network Advanced AP System Status

;Mvonced
|- SpeedFusion
[m 1Psec vPN Custom @ |

Protocol

Algorithm Source Destination / Port

| NAT Mappings 3 Priority IP Network i Asy [ ¢ |
e 1av WAN: VSAT-WAN.., y Y ‘
| N priority IP Network
| User Groups : | wan: cellutar 2... Ay it %
| ® Bandwidth ] : Priority IP Network

Control St B WAN: VSAT-WAN... o o X
| m Application 4 T Priori TCe
=i ¢ HITES Pecistenc WAN:WCeIlular $is £y Ay 443 %
| Firewall (Auto)
| uto
| Access Rules "Add Rule B

ul

| m Content Blocking

This table allows you to fine tune how the outbound traffic should be distributed to the WAN
connections.

Click the Add Rule button to add a new rule or the existent rule to make changes.
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PEPWAVE Dashboard Network Advanced AP System Status

EAdvanced

| = Speedfusion
\ = [Psec VPN Custom ﬁf
E ® GRE Tunnel

il Port Forwarding - —

| NAT Mappings
| QoS

%. User Groups Sour ;iw Network v Mask:|255.255.255.0 (/23) v
| m Bandwidth
‘ Control

SR

| = Application

| Firewall

[- Access Rules @ Highest Priorty j [t aniee
| : VSAT-WAN1

i' Content Blocking : Cellular 1

‘ Routing Protocols : Cellular 2

| m OSPF & RIPV2 r Hc_}th'mg connected

’ < Wi-Fi WAN

j8ep - US8

\ Remote User

| Access 1

| i

‘; Misc. Settings | Drop the Traffic v

| » High Availabili e B

| < N CARAion RACDYEIY .} Enable

| m Certificate [ty cavacdshon 4

’ Manager

| = Service B
‘! Forwarding Save Cancel

This field allows you to choose the WAN selection algorithm.

Weighted Balance - Traffic will be proportionally distributed among available WAN
connections according to the specified load distribution weight;

Persistence - Traffic coming from the same machine will be persistently routed through the
same WAN connection;

Enforced - Traffic will be routed through the specified connection regardless of the
connection's health status;

Priority - Traffic will be routed through the healthy connection that has the highest priority;
Overflow - Traffic will be routed through the healthy WAN connection that has the highest
priority and is not in full load. When this connection gets saturated, new sessions will be
routed to the next healthy WAN connection that is not in full load;

Least Used - Traffic will be routed through the healthy WAN connection that is selected in
the field Connection and has the most available downlink bandwidth;

Lowest Latency - Latency checking packets will be periodically sent to all selected healthy
connections. Latency will then be determined by the response time of the second and third
hops. New traffic will then be routed to a healthy connection with the lowest average latency
during that detection period;

Fastest Response Time - Traffic will be duplicated and sent to all selected healthy
connections. The connection with the earliest response will be used to send all further traffic
from the session for the fastest possible response time. If there are any slower responses
received from other connection afterwards, they will be discarded. As a result, this algorithm
selects the most responsive connection on a per session basis.
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PEPWAVE

Dashboard Network Advanced AP

System

Status

Advanced
s Speedfusion
= [Psec VPN

® GRE Tunnel

= Port Forwarding
NAT Mappings
QoS

® User Groups

= Bandwidth
Control

= Application
Firewall

u Access Rules

= Content Blocking
Routing Protoools‘
u OSPF & RIPV2

» BGP

Re.u;ite User
Access

Mfsc. Settings

® High Availability

= Certificate
Manager

= Service
Forwarding

Mask:|255.255.255.0 (/24) v

|h‘0t In Usa |

: Cellular 1

: Cellular 2

: Nothing connected

¢ Wi-Fi WAN

: USB

v

Save Cancel

This setting mean all the users in SSID XYZ Wireless with IP Address 192.ABC.XY.Z/24

will be enforced to use the priority as in this picture above.

PEPWAVE

Dashboard MHNebtwork Advanced AP System Status

Adwanced

= SpeadFusion

s [Pzec VPN

8 GRE Tunnel

= Qutbound Policy
» Port Forwarding
NAT Mappings '
oS

® User Groups

= Bandwidth
Cantrol

» Application
Firewall

= Access Rules

= Content Blacking
Routing Protocols
= OSEF & RIPvZ

= BGP

Remate User
Accoss

Misc. Settings
= High Avallabllity

& Certificate
Managar

B Sanvice
Farwarding

= Sarvice
Passthrough

|Cl'nrner |

IF Hetwork w

| Mask: | 255.255.255.0 (/24)

w

: Callular 2

|Hnt In Use

. WaN: Cellular 1

. WAN: VEAT-WaNL
: : Mothing connected

The same happens with the rule “Owner”, where the Algorithm is to respect the order of
priority.

All changes must be saved and applied.
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Access Rules

You can create rules to deny an internet group or a specifically person. To do this, go to

Advanced, Access Rules, Internal Network Firewall Rules and click on Add Rule.

PEPWAVE Dashboard Network Advanced AP System Status

Advanced

m SpeedFusion Outbound Firewall Rules (¥Drag and drop rows by the left to change rule order)

m IPsec VPN Rule Protocol |Source Destination Action
m GRE Tunnel Any Any Any (]

m Outbound Palicy

m Port Forwarding

Inbound Firewall Rules {\Drag and drop rows by the left to change rule order)

NAT Mappings

Rule Protocol |WAN |Source Destination Action
s
Qo Any Any Any Any [}
m User Groups Add Rule
m Bandwidth
Control
m Application
Rule Protocol |Source Destination Action
Firewall
Any Any v Any (]

m Access Rules

m Content Blocking

Routing Protocols Intrusion Detection and DoS Prevention

= OSPF & RIPV2 Disabled
n BGP

Remote User Local Service Firewall Rules (WfDrag and drop rows by the left to change rule order)

Access Rule Service WAN Source Action

Misc. Settings Any Any Any (V]

- igh Availabily

PEPWAVE Dashboard Network Advanced AP System  Status

Advanced

® SpesdFusion Add a New Internal Network Firewall Rule
® [Psec VPN

= Qutbound Folicy Block Crew
® Port Farwarding . 7]
NAT Mappings
PpRing i Rnlm Ay v i o Protocdl Selection :: v
QoS
Amy Address i
& User Groups
Nebwark w [Pz Mask: | 255.255.255.0 (/24) ¥

= Bandwidth
Cantrol

Allowr "= Dy

(=) (=3} (=) (= (0

® Application Enable

Firewsall
® Access Rules

& Content Blocking

Save Cancel

This rule example means when it is enabled, all users tagged as Crew into the Network with
gateway is 192.168.XYZ.XYZ/24 will be denied to use internet.

|
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Content Blocking

Choose applications to be blocked from LAN/PPTP/PepVPN peer clients' access, except
for those on the Exempted User Groups or Exempted Subnets defined below.

You can block Audio/Video Streaming, Pornography, Database, Email, File Sharing and

others applications into the Pepwave.

To do this, click on Advanced, Content Blocking, mark the applications and categories, mark
or unmark the exempted users and/or groups.

To Block a specifically website, you should click on Customized Domains, fill with the
domain. Examples: facebook.* youtube.* and click on| +

All changes must be saved and applied.

Example: How to block Netflix to Crew Network:

Go to 10.0.8.1 Network, Content Blocking and in the session Customized Domains, type:
nflximg.*

netflix.*

nflext.com

nflxvideo.net

nflxext.com

Mark Manager and Guest as Exempted User Groups, Save and click on Apply Changes.

PEPWAVE Dashboard Network | Advanced AP System | Status

Advanced
= SpeedFusion Application Blocking
= [Psec VPN | Please Select Application... v‘
= GRE Tunnel
= Port Forwarding
NAT Mappings :ig:erate [ adware [J Audio-video [[JFile Hosting
QoS Low [Jpze/File sharing Cpornography [ update sitas
m User Groups ® custom
= Bandwidth '9' 0

Control
= Application I:@:|
Firewall |nﬂximg.* | E
m Access Rules |netflix"‘ | E
= Content Blocking |nﬂext.com | E
Routing Protocols -
e 0SPE B RIPYE |nﬂxwdeo.net | E
0 EEE |nﬂxext.com |
Remote User ':G:'
Access | |
Misc. Settings
= igh Avallaitty
m Certificate Exempt

Manager 0 Exempt
m Service

Forwarding Exempt
- g:gﬁough Exempted Subnets

m GPS Forwarding

|
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Bandwidth Control

Using the Pepwave you can define how much minimum bandwidth will be reserved to each
user group when a WAN connection is in full load or/and you can define a maximum
download speed will be reserved for each WAN connection to Guest/Crew (owner no limit).
To do this, you need to know your VLANs and IP Addresses and go to Advanced, User
Groups, Add and in Grouped by mark Subnet and fill the IP Address from

Owner/Crew/Guest and mark as Manager/Staff/Guest respectively. Example:

PEPWAVE Dashboard Network Advanced AP System Status

Advanced

m SpeedFusion QoS Clients User Group

= IPsec VPN Staff
Manager

m GRE Tunnel

= Qutbound Policy

m Port Forwarding

NAT Mappings
QoS
m User Groups

m Bandwidth
Control

PEPWAVE Dashboard MNetwork Advanced AP System Status

Advanced

Add J Edit User Group

= SpeedFusion

® [Ps&c VPH

& GRE Tunmel ;
2 TOLI K#]| Subnet w Mask:| 255.255.255.0 (f24) W

k|| staff  ~

m Outhound Policy

= Port Forwarding
NAT Mappings
QoS

m User Groups

m Bandwidth
Control

These settings mean the IP addresses 192.168.XYZ.Y/24 will follow the bandwidth rules
as Staff (Normally Crew).

Save Cance

After to set all groups, click on Bandwidth Control and check the best option for you and

change the settings according to your needs. Example:

PEPWAVE Dashboard Network Advanced AP System Status

Advanced
m SpeedFusion Group Bandwidth Reservation
= IPsec VPN O
= GRE Tunnel
= Outbound Policy Individual Bandwidth Limit @
= Port Forwarding
NAT Mappings Download Upload
Qos Manager: Unlimited Unlimited
Staff: |1 |‘Mbpsv| |1 ||Mbpsv| (0: Unlimited)
O LEEr SR Guest: |5 HMbpsv| |5 ||Mbpsv| (0: Unlimited)
m Bandwidth
censre!
m Application

All changes must be saved and applied.

|
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https://192.168.100.1/cgi-bin/MANGA/index.cgi?mode=config&option=eqosbandwidth

Monitoring the network
In this session you can see the list of all clients accessing from LAN, Wi-Fi AP and assign
a name to a client by clicking on the Name field of the client and inputting a name.

Go to Status, Client List and you can see all the users online and offline, you can monitor

the real time speed of the different users on the networks and rename devices if necessary.

PEPWAVE Dashboard MNetwork Advanced AP System  Status

Status

® Active Sessions DHCP Chents Only

m Client List

Client List
8 O5PF & RIPv2 1P Address - Mame
u BGP

= Event Log

| wWanN Quality
Usage Reports
u Real-Time

= Hourly

wu Dally

m Monthly

il -3z

aill 32

o o o o o o O o o O o o O O O O o O
o o o o0 O o 0 O O O O O 0 O O O O O

LR T R R R IR TR R TR TR T TR TR TR T
f‘lfll‘fl“i‘ll“ll‘li

Scale: ® kbps Mbps
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Usage Reports

Your Pepwave is able to show you all the internet usage in different times (Real time,
Hourly, Daily and Monthly). You can see how much download each user made in these
different times. To see these informations, go to Status and click on Real time, Hourly,
Daily or Monthly.

Example: You click in Daily and see a usage graph:

PEPWAVE Dashboard | Network | Advanced AP System Status

Status
m Device Daily Usage
m Active Sessions All WAN ~
42 747.92 MB
m Client List ® Total O Download O Upload up 1 561.64 MB
m OSPF & RIPv2 ® ms O B
m BGP
20000 ME —7
m Event Log — e
WAN li Download
Quality Upload
Usage Reports 17 500 ME —
m Real-Time Sep 6
= Hourly 15 000 MB — Total 19 934.63 ME
18 564 MB
m Daily Upload 470.63 MB
u Monthly 12 500 MB —
10 000 MB —
7 500 MB —
5000 MB — \
2500 M8 — 11
Lt
omE = 1 1 I I I I I | | I I 1 I I
Ausg 8  Aug 10 Aug 12 Aug 14 Aug1é Aug 18 Awg20 Aug 2?7 Aug24 Aug26 Aug28 Aug 30 Sep Sep 3 Sep5 Se.

Scrolling down and you see the usage total per day (figure below left), clicking in a day, you
can see details about this day (figure below right):

* If you want fo make changes, we are here (Support Phone and Portal) to help if you have
problems. But also if you want to change something, you can always ask us and we can
do it remotely.

[

|
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https://portal.axxess-marine.com/#!/

